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Abstract: In trusted computing field, the traditional construction mode of trust chain is only applicable to a single system.
For the dual redundancy system, it causes break of transitive trust. A trust model suitable for dual redundancy system was
proposed. Through double trust chain design and IMC/IMYV interaction mechanism, the trust chain extension of trust from

a computing unit to another unit was realized. On this basis, a trust chain generating and update algorithm for dual re-

dundancy system was proposed. Finally, the validity of the proposed model was proved based on the trusting theory.
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7 MUK RGN E TR, Bt
MUGAEHENUBIRI P (5 A e SRk, h
R TUAR R GG AR RE S I ) AR T — T ik

2 FX#R

UTAESR, Al BRI E T Yok kel H
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RGN LA AR TR BRI R R R R
TAME AR (TPMD filfifE, AL TRieRr 24
g, A TS — Rl i T BORRIIE T & e A
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H G T ERE, WS THECRH T AR R
A, R AT AT, (AT
TPM—BIOS—0S LOADER—OS & ki, T
—NAERE, H, EEREERH T BEIEIEATT
F07, BREYEE SR EAE, PRI I
VE B e s e Sl AR, THR N

New PCR=HASH(OLD PCR; || New Value) (1)

AR R A T IX R B ORI {5
JERTTIE, AN AR DR B2 F A i) e e . e T
TPM H4 B A R ) {5 BRAT BR B, A b )22 Y FH ] LA
ZVEAE A S AR AESL ) . SCHR[8]12E T TCG
P H a5 T R BRI 2 AR, fRE—Fh R
MR VE AL RS (FTPC) . FTPC i i 184 9 4% 45
BIOS () %4Thfg, LI BIOS # MU b il fE Az,
W5 T R (TPM) B e bz £, Jdiid USB 4%
IS T TPM 5 BIOS A RS HIAE H.. FTPC
HH T J0 75 ORI VLA A A 5k 4 AL B n] SR
ST, BRI RAG 2 St A Y. F RS R . S
BR[O H T —Fha A M E AT BEAL B A, HIET
TAERNK RS RGN N R SRR i
HH e R N R R P A I B 2 1) 6 R R R
AT R R B TR SRR (VA Pl CIEPS
R, KRN HIZ TSR s E.

] P o)A T A ARA SR AN 2003 45k

o W EIRA A AR TS TS AR A
TCM (W{F & MBI, 5EERAE THE ) TPM
JEAD RO Sk 12] 8 T A S . el
AhFRES . PRRBUBSERE RS, SiA T ETHEER,
EANWFSE T 3T et A B3 1 T (5 T BN LI A &R
gEf . (AR St CLAHP
RN EES WINPTt < oINS =3 =pliibuN €L
FENLIGUE T 3 T 00 A 2R 2% {5 v EEHL vy v
AT AT HEANEAR T . SCER[13] AR B 0 A 1) w]
AR TCM Al E R, R A B Al 5 30
THEWEWENL. AT RIERGFIE M 240
&, BT 1IC R&H N % USB-KEY [f)
FH P S IAUE R R 45 (1) 56 B 5 =LA &6 BIOS
(Al 1k, %t 7 015 BIOS, i LPC M4k 5 TCM
Al CPU &, FHLJSG TCM & HukH T 15 856
iE, @R BIOS nI{E, #RJ5 BIOS k& 5¢ sufill 4G
MS5YIE . AMER B S R B 3 Bl &
WE DA E R G5 T IS TAE .

i LRk, fEnETHEERTT O I, TR
PR A [ AR LR BR N, ARSI BETIARE R | it v
Ti% FRRGKZ, BARWE AR, HOHM
WK 2 L T e — I LRGS0, Xt
T B 2 AU A0 A5 TPV LR G W] S B
A5, JUHR WA A E R el SR B A
DA AT -

3 MWARRFEIEHERE

N PRUE TV LA A AR s L AAAE AN 22 A )il
TR T A2 4y e T4, BT “mlfE=2t 4+
AR LR, R AEXOCRBIE. AMEROURE
T2 2 BRI, TUAR SR IKIN A/B I1ETU
RAG I 2 AT RGFENET, HERA D TR
GBS, fE T ARG IR FSE . AN
A, AT R LA, W1 R,

HI TR E O RGERH TR0, FUE(THE
FABHLFIANF T AHLRSE, JOHRAE R AR
Ferh, IRGRIE RS THSEE (TCB) 4RZ8E 15 1.

BRI RUCAR RGN P ELIRAS 1, 42— Jun A g
BB XIUR RGAGATHER R WK 2 o, fEREA
ARG BN TCM Bk, 205l (5 AT8E, il
L SE R N B S IUE AR RIS . T
FICANRTRER, g EOCE TAE, fRIE
IO FH 5 U AR AT A5 (A 5E IsAT .
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< A ‘> < A >
FLIRAEIR B, FLIRASEERA,
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A N A
B RN XU CAR RS
MV, IMC,
> |lMVAl |1MVA2 | MV, | MV, - - |IMCBl |1MCB: |lMC33 |1MC34 <
Pt 9 ---------------- |SERERI B - - ; ---------------- :
- TRUST-HEARTBEAT, - /:l TRUST-HEARTBEAT,
IMC, IMV,
. v IMC, |lMCAz| |IMCA§| |lMCAJ| - V > |IMVB‘| |IMVB:| |IMVB§| ||MV,&| R
boPTS : PTS
HISO S SoaCa : SWITCHING- e (e '
} MANAGEMENT %
N IS 4 WHLHTE B Poss
------ %------I ------%------I
P ToM, oM,

B2 XUCR RS

e 2 1, TSS (trust software stack) KHJfH HEARTBEAT) {58 HARAS, an FIX Lo 4] 1
AR, PTS (platform trust service) 416 w15 Ik TEARBEAZAUI G DL N B oo 3, JF H PTS
% . PTS St e BMZ R (IMV, integrity A SEHEMER & IMC FI IMV Z [AJHEA T FEUE W]
measurement verifier) 5E AL LR (IMC, integrity 2 IMC 77 2 g i) IMV iR 251 & S e 4 bE
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a4 K45 2 v TRUST-HEARTBEAT, [] I #21
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1) BAERG I ZH: TCM—BIOS—O0S_
LOADER—OS.,

2) PTS JH B2 HI: OS—TSS—PTS,

3) PTS Ji3)2 J5: PTS—(TRUST-HEARTBEAT,
IMV. IMC).

4) PTS—IMC: PTS [i] IMC 5  TCM JFif
IOEIE L

5) IMC—TRUST-HEARTBEAT: IMC |ii] TRUST-
HEARTBEAT 2 5 M5 IR A
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T IT A 515 T B 2 (A% B 2 IR I [R]
AR R IE e BEME A I 0o B, R W AR e W] DA
fFo J—AHHE I OHAER S, a0
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Rt e R ) . BN SC RIS T
fEATaE A AL
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FEAE N ARG, OS_LOADER K41 &
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e, PTS R P EAME RS, IMV 2R e 8 5 &
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-
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NRZEHAR B
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&

I (BlESCH)
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IMC__ |

BIARAEIMC

BHRIRES

IM\ - notifvConnectionChaneel)
HvHV-ShRothyconhectHonthange)

BiRGLIANR A

IMC::beginHandshake ()

BERERRT , RIEIETER

RRBIEEOR, REFAER

NRZHAE B

_ MRS

) CRSHEIMVE SR

WA TRUST-HEARTBEAT,
RERIESR

-

HEOLEAE R

@
-

Y

B4 AR B e

1) AT M n] 5 B e 37 it #2 TCM—BIOS—
OS_LOADER—OS; WIR{EE T, HBLAR
kL 2 9).

AN

Ho
2) AYTREJE I ) TS BERS I TSS AT PTS S
# : TCM—-BIOS—0S LOADER—OS—TSS—

PTS; WiRARAE, WPk 2 9).
3) @i PTS JEWf5H), PTS #tvl DIt & &

IMC. IMV #1 TRUST-HEARTBEAT U5 4T-A% % £
AU T, B RA IR 51 & e A B
(FILHAE A AT {5 1, Bl TCM—BIOS—0S_LOADER—
0S—TSS—PTS—(TRUST-HEARTBEAT . IMV .
IMC): WRAWE, WBkE 2 9).

4) JEIE IMC BEEA LT & 5E3EE(E B

5) ilif TRUST-HEARTBEAT [ 34l 751 &5
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SEREPEE L, AHILR A S TRUST- HEARTBEAT 4014
SR AR SRS AT R B R, TR .

6) IMC J& & H A4, JFid TRUST-
HEARTBEAT 2 15 Z5izc iy, FH T8 iy L2 R H 2y
(] TRUST-HEARTBEAT @12 Al {5111, JFTLLa] L
AHAE IMC 2 1 oA se 315 R

7) TRUST-HEARTBEAT #5% i it 3 TRUST-
HEARTBEAT AIEM5EHEMEE S, ACH IMV AT
CIEERERE]] S

8) IMV A 4 W] A5 HEAE (i 4 Wz iy A5 T4 S 4
RATE e 4), 5B 9).

9) %1 SWITCHING-MANAGEMENT, #H73¥
25U, KN RN AT B nE IR T isd T,

5 iEMR

BIUAR RGAGALRE A BNEUE W~ o v fE
THEER TS A DU i R

EE1 W R WA, R BAZHNE . Trus(4)
Fon— AU A ZATEIN . X TATE 4, BER, N
<4, B>~ A f51F Bo #4171t A, BER, H<4, B>,
WIE R TPl AS v . <4,B> — <B, 4>, Rl
{74 B 51T 4.

EIE 2 W R NI, R BAfdtE. Tus(A)
Fon MM A S A TAER 4, BER, <4, B>
For A 51T B. #474E A, B, CER, H<4,B>. <B,C>,
WIER R h2A LIS YER 4: <4, B>, <B, C>—<4, C>,
RIFELE A (5 Co WUEHERT A AR383) Co

IR 1 pEE L eIE, CUALERE M T
3ANGAFIE, W MERFE

1) M UG T fE L.

2) At i R 2 B B B 1

3) M AT e AR E

WERR 1) fERGEBNGE, A B tFEEIT
AR T RE TCM Il 5 4E, b, THERIT 4
R
TCM,—BIOS,—0S LOADER ,—0S,—TSS,—
PTS,—(TRUST-HEARTBEAT,. IMV,. IMC,) (2)

THE T B T (54E R
TCM;—BIOS;—0S_LOADER ;—0S;—TSS;—
PTSz—(TRUST-HEARTBEAT;. IMV;. IMCp) (3)

2) M T TRUST-HEARTBEAT, 45 TRUST-
HEARTBEAT; ] IMC-IMV A2 H_id F s 3 4 507
s, HARERAETUR RENIBE N, BfEid il fE

HA DR, g
(TRUST-HEARTBEAT,. IMV,. IMC,)—
(TRUST- HEARTBEAT;. IMVp. IMCp)

(TRUST-HEARTBEAT;. IMVjp. IMCj) —
(TRUST- HEARTBEAT,. IMV,. IMC,)

3) W EEE AR, BT
<TCMy, BIOS,,>—<BIOS,,TCM, >

<BIOS,, OS LOADER />—
<OS_LOADER, BIOS, > (7)

<0S_LOADER,,08>—<0S,,0S_ LOADER,, >(8)

<08, TSS,>—< TSS,, OS > 9)

<TSS,, PTS,>—<PTS,, TSS, > (10)

<PTS,, (TRUST-HEARTBEAT . IMV,. IMC,)> —
<PTS,, (TRUST-HEARTBEAT,. IMV,. IMC,)>

(11)

“)

)

(6)

H A (6)~ (A1) Kl (E s M I 13
(TRUST-HEARTBEAT,. IMV,4. IMC,) — PTS,—
TSS,—0S,—0S_LOADER,—BIOS,—TCM, (12)

NENELIE

<TCMB, BIOSB>—><BIOSB, TCMB > (13)

<BI0S;,0S LOADERz>—<0S LOADER;, BIOSz>

(14)

<0OS_LOADERj, 0S;>—<0Sg, OS LOADER>(15)

<08, TSSp>—>< TSSp, OS; > (16)

<TSSB, PTSB>—>< PTSB, TSSB> (17)

<PTSg, (TRUST-HEARTBEAT;. IMVjg. IMCp)> —
<PTSp ,(TRUST-HEARTBEAT;. IMVjg. IMCp)>

(18)

T 13)~XA8) L fFHE A ik, w43
(TRUST-HEARTBEAT;. IMVg. IMCp)—PTSp—
TSSp—0Sz—0S LOADERz—BIOS;—TCM; (19)

@M 12) T
TCM,—BIOS,—0S_LOADER,—OS,—TSS,—PTS,
—(TRUST-HEARTBEAT ;. IMV,. IMC,)—
(TRUST-HEARTBEAT;. IMVg. IMCp)—

(20)

NG R (19) ] #EH
—(TRUST-HEARTBEAT; . IMVp . IMCp) —
(TRUST-HEARTBEAT,. IMV,. IMC,) —PTS,—
TSS,—0S,—0S LOADER,—BIOS,—TCM, (21)

H S E W B A A AR XU AR R G AR AR B ]
fi .
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CIEEE SN 7" TCM
TSR TT A R = et 3A
BAERZ W% Linux 2.6.32
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RN AR USB %4 KHIR B
BLUURZ O C B S AT IT ARV R 48 3 11X 4 B 05 5
X RGUR DN A RN HEAT I, a4l Rk
2 iR

%2 F &M
AT H PWRRRE RSP eIk S
NIk USB 150 148 98.6%
K AR BT 150 150 100%
BLHZ 03 150 150 100%
T IT AL 24355 11 150 150 100%
&it 600 598 99.6%

MRS R 0T AT RIS 95 99.6%.

LRI R S R 3 A, T 22 R R G4 USB
WA VUM R 2 IR, 3X 2 RS20 1) I 1] 1]
R, PERG KU RN ARG AT
DIRANAERE, AT LA 58 e )4, BEE I AL 55 br Y.
EE

PO TR PR U] 5 Frs e R4 i )
FEZ RGNS A SR N RS IS B a] O
IR R IS R] ] A R B I [R5

2 600 IR, RGP 5.5, B
KUMRI )R 7.1 s, AU 3.9 s, Hr,
D) 48 INF 18] 52 W) 5 K ) N R IR 45, 0 A2 s
JBE o SRR, WA A S S E e ]
AR DR TR

7 HRIE

B T3 AR GUE SRR, Tkl R
G5 il R R 2 RO P30, 38 P A A3
BAF, SEIERAGERZERBHmR . A3
RSN RIET RS PSP I e ot i - N i
- FXOTAR R GG, 0 BT U5 AT
BUHI LR U R SR AR BE M A AT SR 505, Sl
TAEAEAERUL AR TR ML o S e R (K el {5
ity e, o vk SR Al AE AL SE B i)
ARt T Ml AT ik . BRSBTS, [F
FTUARBEIAT s MRS, JEHRAE NS
JCHEI AT O 15 55— MO L I ) )
R AR AL BB IR R R ICR R

A
— ATEH
— BT RS
A p——— — —
B - 1 1 1 1 1
0 11.0 181 30.6 34.8 46.2 521 65.3 70.2 83.7 89.8 103.6 108.2 o
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Bl'5  A/B T RGNt )
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